SUPERNOVA EV CHARGING APP
PRIVACY POLICY

Effective Date:  09 July 2026        
Last Updated:  09 July 2026

This Privacy Policy explains how SUPERNOVA INNOVATION INC. (“Supernova,” “we,” “us,” or “our”), a corporation organized under the laws of the Republic of the Philippines with SEC Registration No. 2022020042765-19 and principal office at 5th Floor, Salustiana D. Ty Tower, 104 Paseo de Roxas, Legazpi Village, Makati City, collects, uses, discloses, retains, and protects your personal data when you use the Supernova EV Charging mobile application (the “App”) and related services (the “Services”).
We act as the Personal Information Controller for the personal data described here and process it in accordance with Republic Act No. 10173 (Data Privacy Act of 2012), its Implementing Rules and Regulations, and issuances of the National Privacy Commission (NPC). This Privacy Policy is a separate document that forms part of, and is incorporated by reference into, the App’s Terms and Conditions.
1. Scope. This Policy applies to personal data we process through the App and the Services. It does not cover the practices of third parties we do not control, including the NarwhalPay payment gateway and the external e-wallets or payment channels you use to top up your Wallet, which are governed by their own privacy policies.
2. Personal Data We Collect
2.1. Account data. Your mobile number and email address, and your name and nickname (optional). We also maintain your hashed password and one-time password (OTP) verification records.
2.2. Wallet and transaction data. Your Wallet balance, top-up records, Charging Session history, fees charged (including any overstaying fees), and related ledger entries.
2.3. Charging and usage data. Charging Stations and charging points you use, session details (duration, energy delivered, power, voltage, current), and the date, time and location of the station used.
2.4. Location data. With your permission, we collect your device location, whether precise (for example, GPS) or approximate (for example, derived from your IP address), to show you nearby Charging Stations, provide directions, and improve the map. You can enable or disable location access at any time through your device settings; if you disable it, location-dependent features may not work.
2.5. Device and technical data. Device identifiers, app version, IP address, and log data generated when you use the App, used for security, diagnostics and fraud prevention.
2.6. User Content. Station reviews, ratings, text and photographs you choose to submit.
2.7. Support communications. Information you provide when you contact us for support or to exercise your data-subject rights.
2.8. What we do NOT collect. We do not collect or store your external e-wallet login credentials or full payment-instrument details; top-ups are handled by NarwhalPay and your chosen payment channel. We also do not require or collect sensitive personal information (as defined in the Data Privacy Act), such as government-issued identifiers, health, or similar data, in the ordinary course of providing the Services.
3. How We Collect Your Data
3.1. Directly from you: when you register, top up, charge, submit reviews, or contact us.
3.2. Automatically: through your use of the App (device, log and usage data).
3.3. From payment providers: confirmation of successful top-ups received from NarwhalPay and the payment channel (we receive confirmation, not your credentials).
3.4. From other sources: we may receive information from third parties, such as fraud-prevention, mapping, or analytics providers, and combine it with the data we hold about you, where permitted by law.
4. Purposes and Legal Bases for Processing. We process your personal data for the following purposes, relying on the legal bases indicated:
4.1. To provide the Services: create and manage your Account, operate your Wallet, process top-ups and Charging Sessions, and recover your Account and Stored Value. The basis is to execute the performance of our contract with you.
4.2. Location-based features: show you nearby Charging Stations, provide directions, and improve the map (basis: your consent through device permissions, and, where applicable, performance of our contract).
4.3. Security and fraud prevention: authenticate logins, protect the App and Wallet, and detect misuse (basis: legitimate interests and legal obligation).
4.4. Customer support: respond to your queries and handle disputes (basis: contract and legitimate interests).
4.5. Legal and regulatory compliance: comply with applicable laws, tax and accounting requirements, and lawful requests (basis: legal obligation).
4.6. Service improvement and analytics: understand usage and improve the App and Charging Stations (basis: legitimate interests).
4.7. Marketing: send you promotions or updates, only where you have consented, which you may withdraw at any time.
5. Disclosure and Sharing. We do not sell your personal data. We may share it with:
5.1. Payment providers. NarwhalPay and the payment channels needed to process and confirm your Wallet top-ups.
5.2. Service providers and processors. Hosting, IT, analytics, and customer-support providers acting on our instructions under confidentiality and data-processing obligations.
5.3. Affiliates and Charging Station partners. Where necessary to operate the Services, subject to appropriate safeguards.
5.4. Authorities. Courts, regulators or law-enforcement bodies where required by law or to protect rights and safety.
5.5. Successors. In a merger, acquisition or reorganization, subject to this Policy and applicable law.
Where we engage processors, we put Data Sharing or Outsourcing/Data Processing Agreements in place as required by the Data Privacy Act.
6. Storage Location and Cross-Border Transfers. Account information, Wallet records and transaction history are stored in databases managed by or on behalf of Supernova in the Philippines. We remain accountable for personal data transferred to third parties for processing.
7. Data Retention. We retain your personal data for as long as your Account is active and thereafter for the period required to comply with legal, tax, accounting and regulatory obligations, to resolve disputes, and to enforce our agreements. In no case do we retain personal data for more than ten (10) years unless a longer period is required or permitted by law. Wallet and transaction records are kept for at least the minimum period required by applicable tax and accounting rules. When no longer required, data is securely deleted or anonymized.
8. Security Measures. We implement reasonable and appropriate organizational, physical and technical measures to protect your personal data against unauthorized access, alteration, disclosure, loss or destruction. These include access controls, encryption in transit, credential hashing, and monitoring. In the event of a personal data breach that meets the notification threshold, we will notify the NPC and affected data subjects in accordance with the Data Privacy Act.
9. Your Rights as a Data Subject. Under the Data Privacy Act, you have the right to be informed; to object to processing; to access your personal data; to rectify inaccurate data; to erasure or blocking in the circumstances allowed by law; to data portability; to lodge a complaint with the NPC; and to be indemnified for damages. You may also withdraw consent where processing is based on consent.
To exercise these rights, contact our Data Protection Officer using the details in Section 13. We may need to verify your identity before acting on a request and will respond within the period required by law.
10. Eligibility. The Services are intended only for individuals at least eighteen (18) years old. We do not knowingly collect personal data from minors. If you believe a minor has provided us personal data, contact us so we can address it.
11. Cookies and Similar Technologies. The App and any related website may use cookies, software development kits (SDKs), device identifiers, and similar technologies to keep you signed in, remember your preferences, measure and analyze usage, and protect performance and security. Some are operated by analytics, mapping or infrastructure partners acting on our behalf.
You can manage or disable cookies through your browser settings, and control app permissions (such as location and notifications) through your device settings. Disabling some of these technologies may limit certain features, including finding nearby Charging Stations.
12. Changes to This Policy. We may update this Privacy Policy from time to time. We will post the updated Policy in the App and revise the “Last Updated” date, and, where required by law, provide advance notice of material changes. Your continued use of the Services after the changes take effect constitutes acceptance of the updated Policy.
13. Contact Us and Data Protection Officer. For questions or to exercise your rights, contact our Data Protection Officer:

Data Protection Officer: Atty. Karla Gonzales
Email: privacy@supernova.com.ph
Address: 5th Floor, Salustiana D. Ty Tower, 104 Paseo de Roxas, Legazpi Village, Makati City
Phone: 02-53104729
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